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About IT-Conductor SecureOps

IT-Conductor SecureOps is IT-Conductor's SAP Autonomous Cyber Operations platform. It
combines SAP-native monitoring, Al-assisted decision intelligence, and governed automation
to help SAP, security, and compliance teams move from detection to remediation — without
replacing the SIEM, GRC, or Cloud ALM tools already in place.

Product Overview

IT-Conductor SecureOps continuously monitors SAP Security Notes, CVEs, configuration drift,
and privileged access risk, then correlates findings into a single, governed remediation
workflow — with approval gates and audit-ready evidence at every step.

E-"'

O Compliance

BO% User Access : S Stronger
() &Roles ./ . ﬁ) Compliance

A
: Security Vulnerabllity}\
J Auditlogs | Monitoring 2 Management / 4 g Faster
v=| &Activities Security ‘ g // \ Remediation
“ifpo Posture o -
.".':: > “7‘;\ \\,
@ Vulnerabilities Cas \ / \\ \ - “\, Reduced
&CVEs i < | I g risk
i O = — @ \
; \
\
\

E

Security Policies .~ Access Patching & \\h) Qo securesap
& Configurations Control Updates iy ° Operations

Al-Powered
Recommendations
e

) :
WSM’ W oataboses (= =] Operating

Applications e (5) Systems

Key Features

SAP-Native Detection: Continuously monitors SAP Security Notes, CVEs, configuration
drift, and access risk across on-premise, RISE, and BTP landscapes.

Al-Assisted Prioritization: Correlates findings and ranks what matters most, so teams
act on real risk first.

Governed Automation: Executes approved remediation playbooks with human
approval gates before changes go live.

Audit-Ready Evidence: Captures evidence continuously, so compliance becomes a
byproduct of operations, not a scramble.

Works With What You Have: Complements SIEM, GRC, and Cloud ALM rather than
replacing them.
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How it works?

IT-Conductor SecureOps operates as a continuous cycle across your SAP landscape —
from on-premise ABAP systems to BTP and RISE. The following steps outline how a
finding moves from detection to a governed, evidenced fix:

1.Detect:
o SecureOps continuously monitors SAP Security Notes, CVEs, configuration drift,
and privileged access across the landscape.
2.Correlate:
o Findings are connected into a single risk picture, cutting through noise from
disconnected tools.
3.Prioritize:
o Al-assisted analysis ranks findings by real risk and business impact, surfacing
what to act on first.
4.Decide:
o Recommended remediation actions are proposed, mapped to the approval
workflows already in place.
5.Remediate:
o Approved fixes are executed through governed automation — patches, parameter
changes, or access updates — with human sign-off at each gate.
6.Validate & Evidence:
o Every action is validated after remediation, with evidence captured automatically

for audit and compliance reporting.
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SecureOps in Action:

Continuous visibility: SAP, HANA, and Linux CVEs in one dashboard

T Tenants > IT-Conductor Inc > CVE Dashboard
HEQDM

@ CVEs by Attack Vector (Past Month)

ADIACENT_NETWORK
@ LocAL

@ NETWORK

@ PHYSICAL

Every open finding, triaged and assigned from the Security & Compliance Desk
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Common Vulnerabilities Dashboard

SAP Application CVEs

Name
CVE-2025-31332
CVE-2024-39600
CVE-2019-0381
CVE-2019-0357
CVE-2019-0353
CVE-2023-39440
CVE-2024-33005
CVE-2024-34684
CVE-2023-24523
CVE-2022-41196

records !2-41186

HANA CVEs
Name

Description Tenant

Due to insecure file permissions in SAP BusinessObjects Business Intelligence... IT-Conductor
Under certain conditions, the memory of SAP GUI for Windows contains the p... IT-Conductor
A binary planting in SAP SQL Anywhere, before version 17.0, SAP IQ, before ... IT-Conductor
The administrator of SAP HANA database, before versions 1.0 and 2.0, can mi... IT-Conductor
Under certain conditions SAP Business One client (B1_ON_HANA, SAP-M-B0),... IT-Conductor
In SAP BusinessObjects Business Intelligence - version 420, If a user logs in t... IT-Conductor
Due to the missing authorization checks in the local systems, the admin users... IT-Conductor
On Unix, SAP BusinessObjects Business Intelligence Platform (Scheduling) all... IT-Conductor

An attacker authenticated as a non-admin user with local access to a server p... IT-Conductor

Due to lack of proper memory management, when a victim opens a manipula... IT-Conductor

Due to lack of proper memory management, when a victim opens manipulate... IT-Conductor

Description Tenant

CVE-2019-0357 The administrator of SAP HANA database, before versions 1.0 and 2.0, can mis... IT-Conductor
CVE-2019-0353 Under certain conditions SAP Business One client (B1_ON_HANA, SAP-M-BO), b... IT-Conductor

Linux CVEs
Name
CVE-2026-24199
CVE-2026-41315
CVE-2026-24212
CVE-2025-13755
CVE-2026-23292
CVE-2026-43284
CVE-2026-43385
CVE-2026-43384
CVE-2026-43383

Description Tenant Role

Role

10/24/2025
01/22/2025
11/20/2024
11/20/2024
11/20/2024
09/28/2024
09/11/2024
08/09/2024
02/01/2024
01/25/2024
01/25/2024

11/20/2024
11/20/2024

Modified Date O

NVIDIA Display Driver for Linux contains a vulnerability in a kernel mod... IT-Conductor Production 05/27/2026
mdserver-web is a simple Linux panel. From 0.18.0 to 0.18.4, mdserver... IT-Conductor Production 05/26/2026
NVIDIA Isaac Launchable for Linux contains a vulnerability where sensit... IT-Conductor Production 05/26/2026
1BM Db2 11.5.0 through 11.5.9, and 12.1.0 through 12.1.4 for Linux, U... IT-Conductor Production 05/26/2026
In the Linux kernel, the following vulnerability has been resolved: scsi: t... IT-Conductor Production 05/26/2026
In the Linux kernel, the following vulnerability has been resolved: xfrm:... IT-Conductor Production 05/26/2026
In the Linux kernel, the following vulnerability has been resolved: net: F... IT-Conductor Production 05/26/2026
In the Linux kernel, the following vulnerability has been resolved: net/tc... IT-Conductor Production 05/26/2026
In the Linux kernel, the following vulnerability has been resolved: net/tc... IT-Conductor Production 05/26/2026

Modified Date O

Role Modified Date O = Status

Analyzed
Analyzed
Modified
Modified
Modified
Modified
Analyzed
Analyzed
Analyzed
Analyzed
Analyzed

Status
Modified

Modified

Status
Analyzed
Analyzed
Analyzed
Analyzed
Analyzed
Modified
Analyzed
Analyzed
Analyzed

™ Security & Compliance Desk
&

@ By System @ By Category

Vulnerability

8

nediation

oz2appdb l '

ozqash2 l 1

crs8ihana l 1
= -

Remediation

I3 Security & Compliance Incidents
Tools. Title
Assigned 7
« E@  Analyze current security parameters on OZ1

« E@  Security Analysis Report - SAP System ZO3 (Multiple CVEs & Compliance Gaps)

Vulnerability

® Escalated @ Assigned

Level1 1

Comglian

Compliance

= E@  SAP Security Analysis — System MS2: Critical Findings (SNC Disabled, Weak Password Policy, No Audit Trail)

« E@ SAP System ITC - Security Profile Parameter Analysis

+ B CRITICAL: SAP System ITC Security Analysis - 76 Unapplied Security Notes with Multiple CVEs

« EM@ SAP System 00O Security Analysis - Kernel Outdated and Compliance Gaps
« E@  SAP Security Analysis Report - System 00O - 2026-05-05

=« EB  SAP Security Analysis Report - System ZO3 (ZO3 in the Colo Lab)

- EB  SAP System ZO3 Security Analysis Report - Multiple Vulnerabilities Detected
Waiting for Response 7

< ER SAP System MS2 - Security Analysis: 11 Issues Detected (3 CRITICAL, 5 HIGH, 3 MEDIUM)

« ER SAP System 000 - Security Analys

ritical Vulnerabilities and Compliance Issues Detected

Updated O Reported By

07/24/2026 10:58:01 AM Admin, OZSoft

07/23/2026 08:06:09 AM Maestro
07/23/2026 08:06:00 AM Maestro

07/20/2026 12:40:04 PM Admin, OZSoft

07/20/2026 11:21:18 AM Maestro
07/15/2026 10:03:21 AM Maestro
07/15/2026 08:02:57 AM Masstro
07/15/2026 08:02:51 AM Maestro
07/09/2026 06:48:22 PM Maestro

07/24/2026 08:
07/24/2026 08:

:01 AM Maestro
119 AM Maestro

Assigned To

Customer Support
Customer Support
Customer Support
Customer Support
Customer Support
Customer Support
Customer Support
Customer Support
Customer Support

Customer Support
Customer Support

he EM@  [SECURITY] CVE-2026-44747 Remediation Analysis — Critical Memary Corruption in SAP NetWeaver AS ABAP Kernel (CVSS 9.9) — SAP Note 3747367 07/22/2026 01:04:22 PM Admin, OZSoft Customer Support
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SecureOps in Action:

SAP Notes tracked and prioritized across every system, in one view

T SAP Notes
HYELE
@ Incomplete SAP Notes by System # Notes Search
Organization SAP System | Note Mumber  Time 4 | App Component MNote Status Processing Status | Text Incomplete Language
| o] | ol @l C
e [l ¢ B Downloaded SAP Notes
oz1 . 6 549 System | Note Number Time ¥ App Component | Note Status | Processing status | Text
201 - - B 3705260 07/27/2026 120230 AM PM-FIO Mew  Canbeimplemented Manage Reference StructuresiF8311) - Adjustment of status confirmation message t
Bc 3698876 07/27/2026 120226 AM PM-FIO-EQM-RS  New  Can baimplemented Addition of translation properties in Manage Reference Structures (F8311) Fiori
w2 = B c 3716767 07/27/2026 120225 AM PM-EQM-RS New  Conbe I© 7] Missing Authorization check in SAP S/4HANA Frontend OData Servi
B 3715177 07/27/2026 1202:23 AM PM-EQM-RS Mew  Canbe [oVE: ] Missing check in SAP S/4HANA Backend OData Servic
B c 3715087 07/27/2026 120220 AM PM-EQM-EQ New  Canbe c 7) Missing chack in SAP 5/4HANA OData Service (Mznag
© SAP Notes By Status BT 3711682 07/27/2026 1202:11 AM PM-EQM-RS New  Canbe [c 761 Missing check in SAP S/4HANA OData Service (Manag
2B 3324052 07/26/2026.023411 AM SV-SMG-DIA In Process Obsolete  Job & Aulomation Monitoring: ST-P1 740 SP21+ fixes for on-premise jobs (Manual
B oz 3705260 07/26/2026 120657 AM PM-FIO New  Canbsimplemented Manage Refersnc Structures(Fa311) - Adjustment of status confirmation message t
B oz 3508878 07/26/2026 1206:54 AM PM-FIO-EQM-RS Mew  Canbeimplemented Addition of translation properties in Manage Reference Structures (FE311) Fiori
B on 3TI6TET O7/26/2026 1206:52 AM PM-EQM-RS New  Canbe o 1 Missing checkin SAP 5/4HANA Frontend OData Senvi
B oz 3715177 07/26/2026 1206:50 AM PM-EQM-RS New  Canbaimplemented [CVE-2026-27676) Missing Authorization chick in SAP §/4HANA Backend OData Senvic
B on 3715097 07/26/2026 12:06:47 AM PM-EQM-EQ New Can be implemented [CVE-2026-27677) Missing Authorization check in SAP 5/4HANA OData Service (Manag
B oz 3711682 07/26/2026 120640 AM PM-EQM-RS New  Canbe i 1 Missing chack in SAP 5/4HANA OData Service (Manag
B 2712785 07/17/2026 084213 AM BC-INS-TC-CNT  In Process Can beimplemented Fiori Setup Initial Setup for Fiori Applications /4
| N4 3891732 07/17/2026 05:26:13 AM MM-IM-GF-MIG In Process  Can be implemented S| Check to detect control characters in batch (mseg/mchb)
B z02 3692699 07/16/2026 120045 AM CA-FLP-FE-COR New  Canbeimplemented [CVE-2026-24315] Path Traversal Vulnerability in SAP Fiori (aunchpad)
B z02 3754659 07/16/2026 1200:36 AM BC-BSP New  Conbeimplemented [CVE-2026-44760] Cross-Site Scripting (5S) vulnerabiliy in SAP Netweaver Appl
B zo1 3754550 07/16/2026 1200:31 AM BC-BSP Mew  Canbe [ovE: ] Cross-Site vulnerability in SAP NetWeaver Appl
B 01 362680 07/15/2026 120048 AM CA-FLP-FE-COR New  Canbsimplemented [CVE-2026-24315) Path Traversal Vulnerability in SAP Fiori (launchpad)
B on 3601169 07/12/2026 062354 PM_ CA-UIS-SC InProcess Can be implemented [CVE-2025-42990] KTML Ijection in Unprotected SAPUI applications

SecureOps reviews the security audit log and system configuration, then

produces critical findings, risk ratings,
without a manual review.

# SAP Security AudIt Log Analysis Report (Last 7 Days) > SAP SECurity Audit Log Analysis Report (Last 7 Days) Execution Log
sa2e
fiased on my examination of the security sudit log and system security configuration for the past week (May 20-27, 2026), here are the findings and recommendations:

& Security Audit Report - Week of May 20-27, 2026

and prioritized recommendations

ritical Findings

Findin Detal

AP Account Active Emangancy usar SAP" s 6ctive wih 1241 10gon on 2024-00-06. Password st changed: 2025-06-15
0DIG Account Active DOIC supar-user Bccount 10G98d in 0N 2026-05-27 Bt 0F:43:41. Passwond 135t changed: 2025-06-15
Muliplo Diaiog Admin Users. 4 usors with admin fype (USTYP='Ak CLOUD_ALM, BTRCPI, TESTUSER,

REL Trusted Connactions )

Inchading 10 Type-3 rolatonships.

Mo Locked Users A2 26 users are active (UFLAB=0), na accounts locked dus 1o falled lagin allemets

Mo Recent Reole Changes Mo autherization or role assignments. dotected in the past week

Iser Activity Summary (Past Week)

reul
HIGH - Bypass of normal sacurity controls
HIGH - Unvesiricsod sysham access.
MEDIUM - Excossive privlogod access:
MEDILM - Latoral movement risk

LOW - Good password policy erforcement

LOW - Statle authcrization lardscape

Password Age (Days) Status.

System (3) 2026.05-27 08:43.21 -3a8

Service. 2026.05-27 124723
Adein (A) 2026.05-27 13:06:57
Admin (A} 2026.05-27 133324
2026-05-27 14:12:44
20260527 1

20260527 1415115

20260527 14:16:53

Aetion Required
Disatis SAP* Accaunt Lock SAP* in s hseta via RZ10 pavameter logino_sulomatic_usas_sapstar = 1. ThS Sccount shausd only be availate in snergsncy stuasons.
Restrct DDIC Usspe

Fviaw Admin User Justfcation

Implomant Fassward Aging Palecy SAP* and DDIC passwords ar ~396 days ald, Enforce §0-day password rolation wa profée parametor lognipassward_axpiralion_fima.

At REC Costinations Roviow all Typo- i fuses ncryption whors possibia.

Enable Securty Audt Log

Enabie aud for- falled logons, RFC calls, crieal iransactions. (SUDY, PFGG, SMS0)

Implemart Change Document Lagaing

Roview Dormant Accaurts {last Iagon 2026.04.08).

1l Compliance Notes

.

Positive: No locked accounts indicate good PAssword management by users

role detected in the B
Security audit log (SM20) not capturing events - limits forensic capability
mergency accounts (SAP*, DDIC) active without justification

L class) to track

+ (2025.08.25), {2026.08.30) show na recant acshty. Consider deaciivation

DIDIC showd orily be used for sytem manianance. Create named sdminisiralor Sccounts wilh 8p(aAats fole SEsgNMENs. Mantar DOIC Lsage via SMZ0.

Audit CLOUD_ALM, BTRCP1, TESTUSER accounts. TESTUSER appears to be a teat acosunt (last logon 2026-03-24) and should be removed freen production

Al-ranked recommendations, mapped to each finding, with the action
required spelled out
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SecureOps in Action:

A detected vulnerability becomes a governed incident — automatically.
Note: SecureOps opens a tracked incident with severity, CVSS score, affected
component, and full context — ready for approval and remediation.

Escalation, severity, and CVSS scoring are captured automatically from the
underlying finding.

Priority Remediation Roadmap

Priority Action Ref Effort
PO — Immediate Set legin/no_automatic_user_sapstar=1 C1/ SAP Note 3186820 Low

PO — Immediate Implement SAP Notes 3716767, 3715177, 3715097 (OData Auth CVEs) S4CORE / SAP_GWFND Medium
PO — Immediate Activate virus scan profile /SOAP_CORE/WS_RECEIVE CCMS FU9 Alerts Low
F1— Urgent Set password expiration policies {C2-C5) RZ10 profile changes Low
P1— Urgent Dizable sapguifuser_scripting (set to FALSE) H1/ SAP Note 1707360 Low
P1— Urgent Enable SNC {snc/enable=1) and configure saperypto H2 High
F1— Urgent Set icf/set_HTTPonly_flag_on_cookies=1 H3 Low

P2 — Short-term Implement SAP Notes 3601169, 3676970 (SAPUIS CVES) SAP_UI 816 Medium
P2 — Shart-term Investigate RFC logon failures (SMDAGENT_QZ1, 581SLT01) SecAuditLog f CCMS Medium
P2 — Short-term Enforce password complexity: login/min_password_specials=1 H4 Low

P32 — Planned Enable SPNEGO/Kerberos S5O (spnego/enable=1) HS High

P3 — Planned Set snefonly_encrypted_rfe=1 and snc/only_encrypted_gui=1 H6, HT Medium
F3 — Planned Enable multi-login restriction and ticket host restriction M1, M2 Low

Detailed Security Analysis powered by IT-Conductor Maestro and dedicated
Agentic Al Security Agents

SAP Security Posture Analysis — OZ1 (July 14, 2026 Patch Tuesday)

Generated 2026-07-14 by IT-Conductor Security Analytics Agent | Target System: OZ1 (Object 6619108743471685) | Kemnel 793 / SAP Release 758 / HANA DB

System Overview

§ID: 0Z1 SAP Release: 758
Kernel Release: 793 DBMS: HDB (SAP HANA)
Role: DEMO App Host: ozsB1hana
DB Host: ozs81hana (10.0.1.146) Time Zone: GMT-07:00

Scan Summary

31 6 50 100 50 2

SAP Notes (New) CVE-Related CCMS Security Alerts Sec Audit Log Events Components Critical 1ssues

Critical Security Issues Detected

CRITICAL-1: Virus scan profile /SIHTTP/HTTP_UPLOAD not active
HTTP file uploads are not being scanned for viruses. 50 CCMS alerts with severity 255 (highest) and dozens of FUS Security Audit Log entries confirm this is a persistent, ongeing issue. The
system is exposed to malware via unscanned HT TP uploads. Detected on 2026-07-14 from 10:09:22 onwards, reported by SecurityAudit.

CRITICAL-2: Non-encrypted SAPGUI communication (TOLERATED)
Sec Audit Log entry (BUJ, severity Medium) detected on 2026-07-13 14:02:25 from host ozmain01 {10.0.1.25). SAPGUI connections are not using SNC encryption — credentials and business
data traverse the network in plaintext. The "(TOLERATED)" flag indicates a known but uncorrected policy violation

Unpatched SAP Security Notes (CVE-Related)

Note CVE Description Affected Component Severity
3713802 CVE-2026-44770 Missing Authorization check in SAP S/4 HANA (Create Single Payment) S4CORE m
3682699 CVE-2026-24315 Path Traversal Vulnerability in SAP Fiori (launchpad) SAP_UI m
3754659 CVE-2026-44760 Cross-Site Scripting (XS5) in SAP NetWeaver App Server SAP_BASIS | SAP_ABA m
3407617 CVE-2024-21735 Improper Authorization check in SAP LT Replication Server SAP_BASIS MEDIUM
3601169 CVE-2025-42990 HTML Injection in Unprotected SAPUIS applications SAP_UI MEDIUM
3676970 CVE-2025-42873 Denial of Service (DoS) in SAPUI5 (Markdown-it) SAP_UI MEDIUM
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Added Value for SAP Basis & Security
Teams

IT-Conductor SecureOps is particularly valuable for teams stretched thin across Basis,

security, and compliance, providing:

Reduced Manual Effort: Automates the SAP Security Note and CVE triage that
currently consumes Basis team hours every week.

Governed, Not Uncontrolled: Every automated fix runs through approval gates —
nothing executes without sign-off.

Works Across Deployment Models: Supports on-premise, RISE, and BTP landscapes
from a single platform.

Audit-Ready by Default: Continuously generates the evidence compliance teams
currently assemble by hand.

Built for SAP, Not Retrofitted: SAP-native context — RFC, transports, kernel,
authorizations — that generic SOC, SIEM, and SOAR tools don’t have.

Part of the SAP Autonomous Cyber Operations Platform

SecureOps is part of IT-Conductor’'s broader automation suite. Together, they provide a

comprehensive SAP operations platform, including:

By

IT-Conductor Maestro™: The agentic Al layer that powers SecureOps’ detection,
correlation, and orchestration.

FLUX (SID Refresh): SAP-native Post Copy Automation for system refreshes and
copies.

Process Automation: Streamlining and automating routine SAP Basis and operations
tasks.

Change Request Management (ChAIl): Automates the process of managing SAP
change requests, ensuring traceability and compliance.

SAP User Lock/Unlock: Automates locking and unlocking SAP users, enhancing

security and administrative efficiency.

bundling SecureOps with these automation tools, IT-Conductor delivers a single

platform that spans SAP performance, operations, and cyber resilience.
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IT-CONDUCTOR HEADQUARTER
20660 Stevens Creek Blvd., Suite 261
Cupertino, CA 95014

USA

Email: info@itconductor.com
Worldwide: +1(408) 658-9998

For further information visit
http://www.itconductor.com
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